
Device Management Application Impact-DM-20 

Operating System Mainstream versions of Windows and Android, along with Zero Day Support 

Device Management Able to manage all Interactive Displays using a common agent irrespective of device location, provide real-time 
reports and dashboard of Devices, applications, inventory,  and  users;  and  its  associated risks/vulnerabilities 
against different threshold limits, able to centrally push all updates and send notifications to all devices, provide State, 
Division, District  & Block  level management  of devices, provide roles-based configuration capability for 
administration, provide device and data level security, ability to lock and unlock the device remotely from DMS server, 
provide remote management to view end user device screen from a centralized Web console, able to centrally push 
any new firmware/application & future updates of Display, risk-based dashboard system, for categorizing different 
vulnerabilities with an option of agent based and agentless scanning with predictive prioritization of vulnerabilities 
which requires immediate action, device management and vulnerability  scanning  solution deployed dedicated for 
board and native integration capability.

Centralised Web Application Control to manage the entire fleet of devices and scalable in future. 

Security and Updates Handle large deployment of patches/security polices/process, application etc. updates 

Device management Software 
(provide statistics from the operating 
systems - (Android/Tizen/Windows/ 
Chrome) 

• Remote monitoring Remote access with live remote control from DMS App, Remotely able to control volume,
enable mute, control brightness, change input source of display from DMS app, Remotely able to Reboot,
Power Off, Screen off, Screen lock and unlock display from DMS app, able to schedule power on and off of
display from DMS app, Remote diagnosis, Remotely change booting logo and wallpaper of display from DMS
server, Remotely send and play emergency message on Display screen with alert sound, Remote trouble
shooting, Remote device management, Remote password/lock code change

• Dashboard and reports Live running status

• Option of data cloning with import and export setting data remotely from server

• Live Screenshot capture and display on DMS server remotely, Recent event list

• Alarm monitoring of Dashboard, Signal Light, Notification

• Error notification by email with option to set threshold limit for getting alert for nature of error/issue in Display

• Able to search device in DMS app through serial number of devices and Remotely able to see Model number,
serial number, MAC address, IP address, Firmware version, BIOS version of display in DMS app



 

   • Remotely able to Reboot, Power Off, screen off, Screen lock and unlock display from DMS app 

• Able to block installation of app in particular display from DMS App 

• Option of data cloning with import and export setting data remotely from server 

• Live status of Device information including system status, memory usage, disk usage, CPU usage, CPU 
Temperature, Running Time etc 

• Historical chart type view of device information like CPU usage, Memory usage, Disk usage etc. for upto last 7 
days on DMS app 

• Able to block USB ports, Touchscreen and physical keys/IR remote of display from DMS server 

• Able to see the historical view of all commands sent to display from DMS app with user ID, date, time and 
nature of command etc. 

• Device Grouping/sub grouping 

• Extensive security configurations with 2 Step DMS login verification including OTP 

• Automated security updates,  Software updates through DMS,  Device Summary,  Safe search protection (for 
safe online browsing) 

Remote Features Remote monitoring Remote access with live remote control from DMS App, Remotely able to control volume, enable 
mute, control brightness, change input source of display from DMS app, Remotely able to Reboot, Power Off, Screen 
off, Screen lock and unlock display from DMS app, able to schedule power on and off of display from DMS app, 
Remote diagnosis, Remotely change booting logo and wallpaper of display from DMS server, Remotely send and play 
emergency message on Display screen with alert sound, Remote trouble shooting, Remote device management, 
Remote password/lock code change 

 

*Due to continuous product development, the specifications may change without prior notice. 
**Product image(s) are for illustrative purposes only and may differ from the actual product. 


